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The portion of this presentation presented by partners, employees, or
representatives of Capin Crouse LLP, whether communicated in writing or
verbally, is provided solely for educational purposes. This presentation is
not intended to provide legal, accounting, investment, or fiduciary advice.
Please contact your attorney, accountant, or other professional advisor to
discuss the application of this material to your particular facts and
circumstances. Capin Crouse LLP is not responsible for and expresses
no opinion regarding material presented and/or discussed by other

presenters.
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Polling Question 1

Do you want CPE credit?
* Yes

* No

Agenda

Today’s cyber threat landscape & emerging cyber risks

Why you might want cyber insurance to help you face
these risks

Cyber insurance market conditions

Questions
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Today’s Cyber Threat Landscape
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Average total cost of a data breach by industry

Measured in U.S.$ millions
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Source: Ponemon 2022 Cost of a Data Breach Report
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Average time to identify and contain a data breach

Measured in days
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Source: Ponemon 2022 Cost of a Data Breach Report 7

Impact of key cost mitigators on the total cost of a data breach

Measured in U.S.$ millions

Artificial intelligence platform -$300,075
DevSecOps approach -§276,124
Formation of IR team -$252,897

Extensive use of encryption -$252,088

Employee training -$247,758
Extensive tests of the IR plan 246,389
Business continuity -$243,280
Insurance protection -$240,488

Participation in threat sharing -$237,355

Identity and access management 224,396

-$300,000 -$100,000 $100,000 $300,000
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Impact of key cost amplifiers on the total cost of a data breach

Measured in U.S.$ millions

Remote workforce $152,465
IoT or OT environment impacted $201,354
Security skills shortage $206,843
Lost or stolen devices
Third-party involvement $247,624
Compliance failures

Cloud migration

Security system complexity $290,655

-$300,000 -$100,000 $100,000 $300,000

Source: Ponemon 2022 Cost of a Data Breach Report

Types of breaches experienced by organizations

Measured in U.5.$ millions

)

Ransomware attack
@ Destructive attack
@ Supply chain attack
@ Human error
@ [T failure

@ Other malicious attack
Source: Ponernon 2022 Cost of a Data Breach Repart
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Common Industries Targeted by Ransomware Q4 2021

Transportation = Capital Goods
Te}:hnology Hardware = Consumer Services

51

So'ftware Services 7

Retlailing A

Financial Services
6.6Y%

Real Estate

Food & Staples

Public Sector

Health Care

Materials

F\"rcfessmnal Services Media

"

Source: Ponemon 2022 Cost of a Data Breach Report

Distribution by Company Size (Employee Count)

Over 100000 11010
2.6% 6.6%
1,001 to 10,000
13.8%
25,001 to 50,000
15%

101 to 1,000

37.8%

11 to 100
37.2%

Source: Ponemon 2022 Cost of a Data Breach Report
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Polling Question 2

How many IT security employees does your
organization have on staff?

* We do not have any IT security employees
+1-3

- 4-6

We fully outsource this role

| don’t know

| «

Ransomware Attack Costs

Average ransom payment =
$322,168

Average case duration = 20 days

84% of ransomware cases contain
threats to publicize data




Conti

Was a precursor malware identified?

Source: Arete Advisors, LLC 2022

Type of Malware Average Ransom Demand ($) Average Ransom Paid Average Percent
Difference

Amount (§)

1,561,184.69 412,586.54

Reason for Ransom Payment

5%

Data Exfiltration?

oo

Conti

Min Ransom Paid
Amount (§)

Max Ransom Paid
Amount ()

-73.57% 85,650.00 3,300,000.00

Method of Intrusion

Business Downtime

s 5.82

Average of Duration (Days)

Median Ransom Paid
Amount ()

250,000.00

&

credentials

48.44%

Percentage of times we pay Ransom

D Arete

Check Point Research 2022 Report:
Behind the Curtains of the Ransomware Economy

Industry Attacker Loss Breakdown Estimated
Insurance Payment
Lost income: $68M
Remediation and
Prepackaged Software NotPetya June 2017 response: $24M $30M
Other losses: $50M
Pharmaceutical Lost income: $410M
Preparations NotPetya June 2017 Remediation and $275M
P response: $320M
A A q Revil Extortion: $2.3M
Financial Services December 2019 Other losses: $23.7M $26M
Information Technology Lost income: $9M
Services RAN OctobS 2020 Remediation: $49.5M Ssatt
Doppelpaymer Extortion: $500k
US County ppeipaym September 2020 Remediation and Unknown
response: $404k
Insurance Agents, Extortion: $40M
Brokers, and Service CryptoLocker Marchi2021 Other losses: $60M $100M

Source: Check Point Research
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Key Nonprofit & Education Issue — Vendor Breach
It's not just your network you need to worry about

Case Study:

Blackbaud

Other Vendors:

* Hardware

» Software (security, HR, client/student, financial)
* Backup

« OQutsourced IT work

Cyber Risk of Tomorrow

Wearable Medical
Devices

Autonomous Cars Industrial Controls

Critical Biometric
Infrastructure Technology
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Polling Question 3

Your organization will over the next
few years.

* become more reliant on technology
* become less reliant on technology

+ stay the same when it comes to technology reliance

Why Cyber Insurance?

& Gallagher
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Why Cyber Insurance?

1. Push-key security updates
2. Fund emergency-level/catastrophic response
3. On-call vendor relationships

o TR

21
Multi-Factor For employee email, privileged access, and remote
Authentication access
Top Patch Management Have a written and audited plan to remediate
. vulnerabilities as they become known
Underwriting
Reql"rements E"dp(}’.‘:i:;z‘:w" & Monitor all endpoints
for 2022
Encrypted, air-gapped, can be recovered within
30 days (7 days for critical data), recovery tested
annually
Employee Training Phishing training for all employees
Privileged Access Advanced levels of protection for those with
Management greater access than regular users
Incident Response Have a written plan identifying roles &
Planning responsibilities for post-incident procedures
Tabletop exercises
22
Source: Coveware Q3 2021 Ransomware Report
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Attorneys, IT forensics investigators, credit
Crisis Management Costs monitoring firms, mailing and call centers,
public relations experts

Cyber Risk
Transfer:
Cyber
Insurance

Immediate access to Bitcoin and trained
negotiators

Extortion Costs

Business Interruption Lost income due to downtime

Restoring data that is damaged or

Data Asset Restoration
destroyed

Coverage for lawsuits from regulators,

au -
i A business partners, and affected individuals

il

23

Source: Coveware Q3 2021 Ransomware Report

Can You Handle a Ransomware Attack Internally?

Case study of nonprofit (~$16M annual budget), 2 IT team
members, no IT security staff, + outsourced IT provider

“It was a ransomware attack that affected much of our network and most of
our servers. To the best of my knowledge, no data was leaked. The server
which holds our sensitive data was blocked from most all Internet access
and restricted on who had access to it, preventing data leaking even if
someone tried. We wiped all the infected computers and reinstalled
everything including the operating system. We restored most of the servers
from local and cloud backups. Since then, we have restricted access to
network data based on who needs it, and who has been approved by
management.”

24
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Cyber Insurance Market Conditions

O CAPINTECH
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2022 Cyber Insurance Market Conditions

Work From Home / Remote Workforce

IT Supply Chain Attacks

Rate Increases
00000

« 50 -75% + for above avg. controls
. ‘ « 100 - 300% for below avg. controls
Solarwinds
Acellion O
Microsoft Exchange O
Blackbaud O O O O O
Ransomware

Cyber

0000 ‘ Marketplace

Average Ransom Payment
Exfiltration
Phishing increases

@)
' Q000 O
Privacy Regulations ‘ Q O

GDPR
CCPA/CPRA
BIPA

Others in the works

Coverage Restrictions

« Ransomware + Dependent Business
Interruption

* Increased retentions

« Reduction of capacity

OO

@)

@)

26
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Increasing Coverage Restrictions

» Widespread event coverage limitations

» Exclusions:
» Failure to remediate known vulnerabilities
*  War & “war-like actions”
* Bodily injury/property damage

* Ransomware sub-limits & coinsurance

* Longer waiting periods

» Coverage constrictions for regulatory risk — e.g., BIPA exclusions

27

Overview — Gaps & Overlaps

Affirmative
Fraud
Financial
Theft

Property

Incident K&R
Response/Data & Cyber Extortion
Physical Damage Software Loss Extortion

Business
Interruption Interruption
Breach of Property Damage
. Privacy Security & Pt Q
Contingent Privacy Bodily Injury GL / PL
Business Contingent Liability
Interruption Business Product Liability

Source: SCOR presentation to OECD 2018

Non-Physical
Business <

Interruption

Internet
Media
Liability

Professional
Liability
Advertising
Liability
Pl/E&O

28
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Some Good News...

2022 Fitch Rati ngs Report' P/C Industry Aggregate Standalone & Packaged Cyber Risk
Standalone Cyber Coverage Loss Ratios Improved to 65% from 72%in 2020

“A sharp increase in 2020 cyber loss 3000
ratios promoted substantially higher coso
prices and rapid premium growth in 2021
that exceeded incurred losses, leading to
surprising improvement in the cyber direct

loss ratios versus the previous year.” , P

* Losses increased by over 300% since 3 o
2018. Still, 2021 premium growth w
exceeded the change in incurred losses $1x0
and the standalone cyber loss ratio $1000
improved to 65% from 72% a year 360
earlier. )

Fitch estimates that standalone and
packaged cyber statutory direct written
premiums increased by 74% in 2021 to - :
nearly $5 billion compared with 9% U
growth for the P/C industry overall FitchRatings

Standalone cyber coverage increased
by 92% in 2021.

29

Getting Positive Results in a Hard Market

+ Starting early
* Focusing on data security controls = the best terms
+ Driving improvements in cyber maturity

+ Using the application process to drive security priorities

+ Using cyber insurer services to drive a better result during a policy

A

s
A% //\ “1

30
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Polling Question 4

Which of these have you done for the IT managed
service providers/vendors you use?

» Read the contract to determine the extent of their liability

Reviewed their insurance coverage

Both of these

Neither of these

31

Questions?

16
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New E-book Now Available!

© CAPINTECH

/" How Weak
IT Controls
Can Affect Your
Financial
Statement Audit

A guide to B
ooy : Download your free copy!

B Scan this QR code or visit
‘ capincrouse.com/it-controls

33

You Could Win a Free CapinTech Cyber Checkup!

* Receive one entry for
"y CAPINTECH
each 2022 CapinTech ! 2022 Cyber Series
Cyber Series webcast : '
you:
« Attend live, or & i i = = e
) ! SAONARTRINNY
+ Watch the recording of IR = R e
within one week of the ) oo v = TR, e
webcast date DIPIIIRRAR 4
. Cutobrating -
+ Winner selected 50 Free webcasts explorin
= - the latest cynf)ersepc:ui'itj?I
December 16 TS issues and risks.

34
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Thank you.

John Farley
Gallagher

[\ John_Farley@ajg.com
D 212.763.3424

Katie Kane
CapinTech

kkane@capincrouse.com
[ ] 505.50.CAPIN ext. 2007

©2022 Capin Technology LLC

James Dick
Gallagher

N James_Dick@ajg.com
[ ] 518.738.2371
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